Hex-Rays | State-of-the-art binary code analysis solutions Debugging a Windows executable locally and remotely

Debugging a Windows executable locally and
remotely

Table of Contents

1. The buggy program

2. Loading the file

3. Instruction breakpoints

4. Program execution

5. Address evaluation

6. Step by step and jump targets

7. The bug uncovered

8. Hardware breakpoints

9. Caller’'s mistake

10. Debugging a remote process
10.1. Starting the remote server
10.2. Configuring IDA to connect to the remote server
10.3. Starting a debug session

11. Attaching to a running process

12. Other features

O O© O 0 0 0 N U1 gl ol WWN =
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This short tutorial introduces the main functionality of the IDA Debugger on Windows. IDA supports
debugging of various binaries on various platforms, locally and remotely, but in this tutorial we will

focus on debugging regular applications running on Windows.

Let's see how the debugger can be used to locally debug a simple buggy C console program
compiled under Windows.

Please use sample.exe.idb from samples.zip to follow this tutorial.

1. The buggy program

This program computes averages of a set of values (1, 2, 3, 4 and 5). Those values are stored in two
arrays: one containing 8 bit values, the other containing 32-bit values.
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#include <stdio.h>

char char_average(char array[], int count)
{

int i;

char average;

average = 0;

for (i = 0; i < count; i++)

average += array[il;

average /= count;

return average;

}

int int_average(int array[], int count)
{

int i, average;

average = 0;

for (i = @0; i < count; i++)

average += array[il;

average /= count;

return average;

}

void main(void)

{
char chars[]1 ={1, 2, 3, 4,51}
int integers[] ={ 1, 2, 3, 4, 5 };
printf("chars[] - average = %d\n",
char_average(chars, sizeof(chars)));
printf("integers[] - average = %d\n",
int_average(integers, sizeof(integers)));

Running this program gives us the following results:

>sample.exe
chars[] - average = 3
integers[] - average = -65498543

Obviously, the computed average on the integer array is wrong. Let us use the IDA debugger to
understand the origin of this error.

2. Loading the file

The debugger is completely integrated into IDA: to debug, we usually load the executable into IDA
and create a database. We can disassemble the file interactively, and all the information which he
will have added to the disassembly will be available during debugging. If the disassembled file is
recognized as debuggable, the Debugger menu automatically appears in main window:

File Edit Jump Search View Debugger Lumina Options Windows Help

= H i E v | &y iy & Select debugger... F9 el @ F v g 2 @ O o debugger - | % Gs i g
S 11110 O C A LD I Z

Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function

- . _

Since IDA has many debugger backends, we have to select the desired backend. We will use Local
Windows debugger in our tutorial:
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Available debuggers

(® Mo debugger

() Local Bochs debugger

(®) Local Windows debugger

O PIM fracer

() Remote GDB debugger

() Remote Windows debugger

() Trace replayer
(") windbg debugger

Debugging a Windows executable locally and remotely

Default debuggers (autoselected for new databases):

MOME

[ ] set as default debugger

Cancel

3. Instruction breakpoints

Once we located our int_average() function in the disassembly (it is at 0x40104A), we can add a
breakpoint at its entry point, by selecting the Add breakpoint command in the popup menu, or by

pressing the F2 key:

Ltext:eedaledls

Jtextigedaleds xor eax, eax -

LTdextieedaledc mow eCx, eax @

Ltext:endnlose cmp [esp+count],

Jtext:ea4a1852 jle shert loc_48!

Ltext:endn1654 mov edx, [esp+ar: f

Jtext:eed4eless

Ltext:e8481858 loc_4@1858:

.text:es8481053 add eax, [edxtec: _

text:a08481658 inc ecx

Ltext:@ed4e8185C cmp ecx, [esp+col @

text:esdalece jl shert loc_48: E,E

Lextiesdeles

.text:08481062 loc_481862: X

Jtext:eadales2 cdqg

Ltext:endnles3 idiv [esp+count] (13

Jdextesdalesy retn w+

00000442 00401044: int_ awerage r\?
X+

@ Output window ?i'

W
b

4. Program execution

Rename

Pascal string

Edit function...

Set type..,

Hide

Graph view
Proximity browser

Undefine

Run to cursor

Add write trace

Add read/write trace
Add execution trace

Add breakpoint

Xrefs graph to...
Xrefs graph from...

Lumina
Font...

Debug

Alt+P

b

Ctrl+Numpad+-

MNumpad-+-

U

F4

F2

Now we can start the execution. We can launch the debugger by pressing the F9 key or by clicking
the Start button in the debugger toolbar. IDA displays a big warning message before really starting

the debugger:
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L PLEASE READ CAREFULLY - RISK OF UNAUTHORIZED CODE EXECUTION!
(2

You are about to launch the following application under debugger:

Zhidasrdcurrenth, \prituterialshdebugger_windows_localisample.exe
on the local computer

Debugging a program means that its code will be executed on your system.
Also, ide/python code in the breakpoint/event/trace conditions will run,
Watch expressions and other locations may contain idc/pythen code too.
Be especially careful if you received the input file and/or the idb file

from a third party!

Are you sure you want to continue?

MOTE: see also the MAX_TRUSTED_IDB_COUNT pararneter in ida.cfg for more info.

Indeed, running untrusted binaries on your computer may compromise it, so you should never run
them. Since in our tutorial we are playing with a toy sample, it is okay, we can accept him. However,
please consider using remote debugging for untrusted binaries.

Once we accept it, the program runs until it reaches our breakpoint:

File Edit Jump Search View Debugger Lumina Options Windows Help
S R B 3 B dighehF-# wh X > DO o windowsdebugoer % b &
4 ) »
s fii'l I | I : >
Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
Debug View 8 @ Structures Bj Enums
DA View-EIP O & x| B General registers O &8 x
FEmAE I HAL - ~ | |[EAX BBBAFCE4 & Stack[BB802CEA]:@BBAFCE4 m e
-LextiB0BF1B4A § —=—============ S U B RO U T I N E ====================== | |p0y 50130606 4 TIB[0GGO2CEA]:GEAS0000 VIF @
. text:008F104A VIF @
. text:BB8F184A ECX 1B1E2A42 % e A
.text:@BBF184A ; int _ cdecl int average(int array[], int count) EDX 928809038 '+ VM @
.text:@@8F184A int_average proc near ; CODE XREF: _main+4t ESI B@9@9DFR &% .data:dword 2@9DFe RF @
. text:BOEF104A EDI 99CBIFF® W debugd2l:@eCB9FFE NT @
-text:@e8F104A array= dword ptr 4 EBP @OBAFCBA W Stack[00902CE4]:00BAFCE4 IOPL @
. text:@BEF184A count= dword ptr 3 N o oF @
. text:BBEF184A ESP B@BAFCA8 W Stack[@0@@2(E4]:@@BAFC4B or o
S | <[P 20571055 b inc_average ¥ 1
. text:008F104C mov ecx, eax EFL 8888286 TF @
.text:@@8F1B4E cmp [esp+count], eax SF @
. text:BBEF1852 jle short loc_8F1862 ZF @
. text:BB8F1854 mov edx, [esptarray] AF @
.text:8088F1058 PF 1
.text:0@8F1858 loc_8F1@58: ; CODE XREF: int_awver CF @
. text:BBEF1858 add eax, [edxtecx*4]
. text:BB8F185B inc ecx
. text:@@8F185C cmp ecx, [esp+count]
0000044A 008Fl04A: int_average (Synchronized with EIR) v
< >
(3] Hex view-1 O & x |3 stackview 0O & x
|0B8F 1008 C3 FF 74 24 18 FF 74 24 18 FF 74 n‘ﬁi..ﬁy‘tﬁ.y‘tﬁy‘t - BAFC48 ©OBF18B6 _maint+dE -
p23Flele 24 1@ FF 74 24 18 EB ES FF FF FF FF 70 @4 FF 20 §.§tf.2ayyyyp.yo 2@ 4C 0@@8AFCE4 Stack[00002CE4]:083AFCE4
@e3F1626 E3 47 36 60 88 83 €4 18 (3 33 (9 8B C1 39 44 24 2G6..fA.A3E<A9DS |pBSAFCS@ 0oBRAB14
00000400 008F1000: sub_SFlO00 + ||UNENOWN 008RFC48: Stack[00002¢ (Synchronized with ES! v
Outputwmdcw O & x
5690000 Loaded C:\WINDOWS\SysWOWGA\KERNELBASE. d1l ~
PDBSRC: loading symbels for 'Z:\idasrcl\current\..\pritutorials\debugger_windows_locallsample.exe'...
PDB: using PDBIDA provider
Could not find PDE file '’
Please check _NT_SYMBOL_PATH
PDB: Failed to get PDB file details from 'Z:\idasrc\current\..\pritutorials\debugger windows_locall\sample.exe’ v
Python ||
AU: idle Down Disk: 834GB

5. Address evaluation

By analyzing the disassembled code, we can now locate the loop which computes the sum of the
values, and stores the result in EAX. The [edx+ecx*4] operand clearly shows us that EDX points to
the array and ECX is used as an index in it. Thus, this operand will successively point to each integer
from the integers array:
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e

text:883F1858
text:888F1a58
.text:883F1858
text:eesrFlesc
= |.text:e83Flece

.text:883F1862
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loc_BF1858:
add eax, [edxtecx*4]
inc ecx
cmp ecx, [esptcount]
jl short loc_BF1@858

; CODE XREF: int awer

6. Step by step and jump targets

Let us advance step by step in the loop, by clicking on the adequate button in the debugger toolbar
or by pressing the F8 key. If necessary, IDA draws a green arrow to show us the target of a jump
instruction:

.text:883F1858
text:eedrless
.text:883F185B
Ltext:8es3F1esc
.text:@asFlece
.text:883F1862

loc_BF1858:
add eax, [edxtecx*4]
inc eCx
cmp ecx, [esptcount]
jl short loc_8F1@858

7. The bug uncovered

; CODE XREF: int_awver

Now, let's have a look at value of [esp+count]. The ECX register (our index in the array) is compared
to this register at each iteration: so, we can conclude that it is used as a counter in the loop. But, we
also observe that it contains a rather strange number of elements: 14h (= 20). Remember that our
original array contains only 5 elements! It seems we just found the source of our problem...

5

inc eCx

a

Ltext:BB8F185E

.text:888F185C cmp ecx, [esptcount]

.text:@88F1le6se jl short loc_8F1853

-text:@@8F1lB62 [esp+count]=[Stack[Beee2C

.text:808F10862 loc_BF1l@62: db  14h

.text:888F1862 cdq db 8

text:808F1063 idiv [esp+count] db 8

Jext:eesF1lee? retn db B

.text:@88F1867 int_average endp db ©8h ;

000004€0 00BF1lO0&0: int averaget+ls (Syn SE 3;}}:: ;

< db @
EE Hex View-1 SE :

E4]:BEBAFCER]

8. Hardware breakpoints

To be sure, let us add a hardware breakpoint, just behind the last value of our integers array (in fact,
on the first value of the chars array). If we reach this breakpoint during the loop, it will indeed prove
that we read integers outside our array. For that jump to EDX, which points to the array, by clicking
on a small arrow in the CPU register view:
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EAX Baaaa6081
EBX BBADBEEE
ECXK Baaaaae
EDX @a8AFC
ESI 889a3DF8
EDI eaC39FFe
EBP @BBAFCE4
ESP BBBAFCAS
EIP @88F 1868
EFL Baaaa2ay

[
L TIE[@@882CE4]:00A30008

ack[@e8aa2CE4] :@ABAFCES
.data:dword_9e30DF@

4 debug®2l:88C39FFa

W Stack[@eaazCE4]:@83AFCE4
W Stack[e8aa2CE4]:8a3AFC4E
L int_average+ls

I
WVIP
VIF
AC

RF

TOPL
OF
DF
IF
TF
SF
iz
AF
PF
CF

HEEODREDEDO 0606000000

IDA displays a sequence of bytes, so we need to create an array. Do the following:

« press Alt-D, D to create a doubleword

« press * and specify the size of 5 elements

[[E DA View-EIP O & x ||ﬂ General registers
Stack[@@002CE4]:0@BAFCER db 5
Stack[@@@P2CE4]:@83AFCEL db  © B Convertto array X booee>
Stack[@PBO2CE4] :0ABAFCE2 db @
Stack[@@@02CE4]:0@8AFCE3 db @
] Start address : Stack[00002CE4]:008AFCE4
Stack[@@@R2CE4] :@RSAFCEL dd L 4 pck[eas
Stack[@@@02CE4] :@@BAFCES db 2 End address + debug006:00850000 bta: dwo
Stack[@@O2CE4]:0@8AFCES db @ . buga21:
Stack[@@ee2CE4] :@83AFCEA db 8 Array element size 4 Lek[eoe
Stack[@@ee2CE4] :@8BAFCEE db ] Maximal possible size: 231 bek[@oe
Stack[@@002CE4]:0@BAFCEC db 3 Errelereyees - 1
Stack[@@@02CE4] :0ASAFCED db @ B o E_avera
Stack[@@@P2CE4]:@@BAFC6E db @ SRl SEe: #l
Stack[@@@B2CE4] :BABAFCEF db @ —
Stack[@@@02CE4]:08EAFCTE db 4 Array size 0 5 ] Belements)
Stack[@0@02CE4] :0@BAFCTL db @ )
Stack[@@@B2CE4]:@08AFC72 db @ Items on & line (0-max)
Stack[@0002CE4] :088AFCT73 db ] Bl S _
Stack[@@@e2CE4]:e@sAFC74 db 5 Felis L (+1-nane,0-auto)
Stack[@0@O2CE4] :0ABAFCTS db @ .
Stack[@@@@2CE4] :@88AFCTE db ] Options Indexes
UNENOWN 00SAFCE4: Stack[00002CE4] :008AF] Use "dup” construct Dedmal
< [ signed elements Hexadecdmal
@ Hex View-1 [ pisplay indexes Octal ™
lB@sF1e00 C3 FF 724 24 18 FF f [ Createasarray Binary F18E
PEEF1@1@ 24 10 FF 74 24 18 E8 E5 FF FF FF BOBAFCE
POBF1020 E8 47 36 @@ @0 83 C4 18 (3 33 (9 § Cancel Help 8600061

Let us add a hardware breakpoint with a size of 4 bytes (the size of an integer) in Read/Write mode
immediately after our array. Please note that the cursor is located after the array we created:
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STECK[OYeUZLES | TPU6Ar oL Oo g P
Stack[@@ea2CE4] :@@8AFCE2 db ]
. Stack[EEEEQEE4]:338AFE63 db a E
HUS ciack[@ee2CE4] :@BBAFCAE dd 1, 2, 3, 4, 5 E
Stack[@eeB2CE4] :@B3AFCTE db 1 3
Stack[@eea2CE4] :@ABAFCTD db 2 E
Stack[EEEEQEE4]:EESAF 74 db 3 F
Stack[33332tE4]:EESQFC?B db 4 g
Sta
stzd O Breakpoint settings x E
Stag E
>tag Location | OxBAFCTS (Stack[D0002CE4]:008AFCTE) e |
Stag
Stad Condition || V|
Stad . .
ctad Setlings Actions
EBP
~tag Enabled Break
Stag
ctan Hardware [ Trace
mu L] Module relative [] refresh debugger memary v
< ] symbalic [] Enable tracing > B
@ Hex -,‘% [] source code [] pisable tracing 1 O
BAsE 19@9_ Low level condition ] b
POEE1010 Tracing type Instructions
PASF1028 Hardware breakpoint mode
00000400 Read
Output Write
Please ¢
PDE: Fail Group Default ~ Edit breakpoint groups ebugger
QtkWarnin
Qtkarnin Cancel Help
QtWarnin

As foreseen, if we continue the execution, the hardware breakpoint detects a read access to the
first byte of the chars array.

Hardware breakpoint at 008AFCTS has been triggered
[ ] Don't display this message again {for this database only)

Please note that EIP points to the instruction following the one which caused the hardware
breakpoint! It is in fact rather logical: to cause the hardware breakpoint, the preceding instruction
has been fully executed, so EIP now points to the next one.

EIP

text:eedrless
.text:883F1858
text:8e3F1ess
.text:ea3F1856
.text:8esF1esc
text:easFlece
.text:883F1862
text:883F1862
text:eesrlec2
.text:883F1863
text:8esFles?

loc_BF1858:

add

eax, [edxtecx*4]

inc BCX

cmp ecx, [esptcount]
jl short loc BF1858
loc_BF1862:

cdq

idiv [espt+count]

retn

; CODE XREF: int_awver

; CODE XREF: int_awer

9. Caller's mistake

By looking at the disassembly, we see that the value stored in [esp+count] comes from the count
argument of our int_average() function. Let us try to understand why the caller gives us such a
strange argument: if we go the call of int_average(), we easily locate the push 14h instruction,
passing an erroneous count value to our function.
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.text:B88F1BAB lea eax, [ebptarray]
.text:@B5F10AE push 14h 3 count
.text:B88F1BBE push 2ax 3 array

.text:888F18B1 call int average
Now, by looking closer at the C source code, we understand our error: we used the sizeof() operator,
which returns the number of bytes in the array, rather than returning the number of items in it! As,

for the chars array, the number of bytes was equal to the number of items, we didn’t notice the
error...

10. Debugging a remote process

Our debuggers support debugging processes running on a remote computer. We just need to set up
a remote debugging session and then we can debug the same way as in local debugging. Let us
consider the following three simple steps.

10.1. Starting the remote server

Regardless of the platform where IDA itself runs (be it Windows, Mac, or Linux), we need to launch a
remote debugger server on the computer where the remotely debugged application will run.

For Windows, we have two different debugger servers:

« for 32-bit programs, use win32_remote.exe

« for 64-bit programs, use win64_remote64.exe

So, we copy the relevant debugger server to the remote computer and launch it:

IDA Windows 32-bit remote debuy server(MI>» v?.5.26. Hex—Rays <c» 2084-2828
Listening on B.8.8.8:23946 (my ip 192.168.47.138>

If the debugger server is accessible by others, it is a good idea to use a password for the
connection (the -P command line option).

Once this is done, we can return to the local computer, where we will run IDA, and configure it.

10.2. Configuring IDA to connect to the remote server

We have to select the Remote Windows debugger:

'ﬁ}: -;ﬂ' i »51: (] ?}{ [= m Q Remote Windows debugger ~ B @

L1 NI R iz ebuoer [

) ! Local Windows debugger
External symbal I Lumina function BTN tracer

s Lf] Enums Remnte GDB debugger
Trau:e replayer
SUBROUTTINMNE =======3 I|-"'-|'||'I|:":lg l:IEI:lLIggEF —

based frame

n{int argc, const char **argv, const char **envp)
roc near ; CODE XREF: _ scrt_common_main_seh

xmmword ptr -28h
dword ptr -18h
dword ptr -8Ch
byte ptr -3
dword ptr -4
dword ptr &8
dword ptr @Ch

and specify the correct values in the Debugger > Process options dialog:

Copyright (c) 2020 Hex-Rays SA. All rights reserved. Page 8 of 10


https://www.hex-rays.com

Hex-Rays | State-of-the-art binary code analysis solutions Debugging a Windows executable locally and remotely

Application | c:\tmplsample.exe v |
Inputfle | c:\tmplsample.exe v |
Directory | c:\tmp v |
Parameters | v|
Hostname | remote_win32_host ~ | Port

Password | ~ |

[ ] save network settings as default

Cancel Help

Please note that the Application, Input file, and Directory must be correct on the remote computer.
We may eventully specify command line arguments for the application in the Parameters field.

If you have specified a password when launching the remote debugger server, you must specify it in
the Password field.

10.3. Starting a debug session

Once we have configured IDA, the rest is the same as with local debugging: press F9 to start a
debugging session.

11. Attaching to a running process

In some cases we cannot launch the debugged process ourselves. Instead, we need to attach to an
existing process. This is possible and very easy to do: just select Debugger > Attach to process
from the menu and select the desired process.

12. Other features

IDA debugger gives you access to the entire process memory, allowing you to use all powerful
features: you can create structure variables in memory, draw graphs, create breakpoints in DLLs,
define and decompile functions, etc. It is even possible to single step in the pseudocode window, if
you have the decompiler installed!
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IDA View-EIP x| Pseudocode-A B
1[int _ cdecl int_average(int array[], int count)
2(
3| dnt w2z // eax
4| int ij; f/ ecx
5

@ 6?
7] for (1 =@; 1 £ count; j41 )
8 v2 += array[i];
9] return v2 / count;
18}

0000045 int_average:7 (SF105B)

The way the debugger reacts to exceptions is fully configurable by the user. The user can select
various Actions to be performed when the breakpoint is hit. An IDC or Python can be executed upon
hitting a breakpoint:

W Ereakpoint settings *
Location : '
W Edit script X L

Conditig L

et Please enter script body

fif ( EAX =8 )

o

Er msg("Detected zero EAXM\N");

Hz

(1M

[ sy

[] 55

Lg

Hardw

R

2 | Lime:1  Column:1

Wi

] Scripting language | IDC *  Tab size Compile

Ey
Cancel Help
Group - E—
Ok Cancel Help

We invite you to play with the debugger and discover its many unique and powerful features!
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